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External Clock Internal Clock

Abstract—The variable clock (vc) side-channel countermea- 8 a

sure consists in clocking a chip with an internal oscillatorwhose
parameters (frequency, duty cycle, shapetc) vary randomly in 6
time. In this paper, we use parametric deconvolution to proess
vc-power consumption curves. We also analyze experimental = *
results in order to show its efficiency. )
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in time. Several authors attempted to work arowas. An
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attacker can either try to re-synchronize individual powe A
consumption curvespCcs) [5], [2], [9] or — more rarely — Q%A 840
apply DPA [6], [12] on protected signals and endeavor to fi;é ° éao
the resulting differential curves [3]. gzz Ex
In this paper, we usparametric deconvolutioto process/c- " "
protectedrccs. This is done by approximating theccs as
the convolution of a (given) kernel function by an (unknown ‘0 1 20 3 40 0 % 10 20 3 40 s
Frequency (MHz) Frequency (MHz)

irregular, sparse, comb @kfunctions. TheprD game consists
in estimating as accurately as possible the comb’s fornii{tee Fig. 1. Smart-cardbcc (signal and spectrum); Normal cloakersusvc
locations and amplitudes).

Fig. 1 shows the effect of a randomly varying clo@wfz <

VC < 14MHZz) and the effect of a stable 3%z clock on a 4 7
smartcard’sPcc. Note that despite thec’s irregularity, the waf’/‘;':rm * d_fu“:c‘;':g:'gomb + noise = i’yﬁl';‘;"e";i?rﬂzf
typical (hardware-dependent) cycle shape doesn’t fundame
B . . S
tally change. Periodicity disappears at the current spactr ﬁ ﬁ ﬁ ﬁ
level and a much larger spectrum of an 8 tovl# bandwidth - N
appeared (central frequency ofMBz), this confirms well the * I | l |
clock’s fluctuation. T tvmon =
The minimal (Shannon) sampling frequency isv@ (spec- ~ J
trum’s width of 15vHz). To overcome artifacts we sampled
signals at 200MHz to get an optimal temporal resolution. Fig. 2. Modeling of Current Consumption

The power traces synchronization technique used in thismpap
is parametric deconvolutiofpD). PD will allow us to estimate
the parameters used in our model. We will first define oWho\s the typical power consumption waveform during a clock
model, and explain the deconvolution process. Then we Will .o

analyze our method with the help of an example and asses

) . . We will model the power consumption as a convolution
its experimental effectiveness.

product of an unknown signal by a known kernel. This kernel

II. MODEL AND PARAMETRIC DECONVOLUTION is the basic power consumption waveform shown in Fig. 3. To
) . . better reflect reality we add a white noise component to our
A. Modeling The Power Consumption Signals model.

The power consumption model is illustrated Fig. 2. Fig. /e assume thatprcc signals z;(j) follow the model
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Fig. 4. Linear time-invariant system’s representation.
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quantized discrete seigj), y(j) andh(j). The quantization’s
effect on the convolution equation ig(j) = >, ., (k) h(j—
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Fig. 3. Typical Cycle Power Consumption Waveform at 3.57 MHz k)
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. is  the time shift of each cycle ‘[
with respect to the origin zero. R 00 600
o, are amplitudes of successive waveforms
w(j _ le) Fig. 5. Deconvolution is an ill-posed problem.
1) is  a Dirac spike

This can also be written as: In most experimental situations one tries to recover the

_ - _ entry signalz(t) from a measured output signalt) and
zi(j) = a0 + Zo‘ik Wi = Tik) + &ij an approximation of the impulse respon#ét). In such
k=0 instances we are confronted with aaverse problenand, more
The amplitudesy; ,, depend on the energy dissipated duringpecifically, adeconvolutiorproblem.
each clock cycle. The duration separating two success&kepeconvolution is an ill-posed probleme. a given decon-
is the duration separating the global maxima of two suceessi,olution problem instance usually admits several solstion
cycles. To illustrate this, observe that the leftmost column Fig. 5
The signalsy;(j) represent what would have been obtaineghntains three different signalse; (j), 22(j) andzs(j). The
if the clock would have been regular. We use the modgbnyolution of any of these with a gaussian kernel function

M(w, ko, a) for the signal’'s reconstructio; (j): represented in the central column yields the same sigfyal
n represented on the rightmost column.
vi(4) = ag + Zo‘ik w(j — ko) This simple example illustrates the difficulty of solving-de
k=0 convolution problems and the fact that one needs to take into
Our goal is to restore the sanm®A working conditions as account additional criteria to obtain 'good” solution. Such
if the vc would not have existed. a process of adding such constraints is callegularization
More on deconvolution can be found in [7],[8]. To estimate th
1. PARAMETRIC DECONVOLUTION parametergry, o) of our modelM(w, 7, o), we proceed
A. Linear Time Invariant system as follows: we first apply Hunt's deconvolution, estimate th

Let S denote a Linear Time-Invariantxl) system (Fig. 4) parameters;; and then the parameters;.

of impulse responsé(t). If one inputs intoS a signalx(t)
then a signaly(t) appears atS’s output.y(t) is nothing but
the convolution product of(t) by x(¢). We use our modeM (w, 75, aiir) (811-A) for x;(4). In the
Given that in all attacks, the signals(t), y(¢) and h(t) sequel we will omit the index for z;, ¢; and¢&;;. With these
are sampled, we will substitute all continuous signals kg tmotations Eq. (1) becomes

B. Hunt's Deconvolution



So we can write the following relation:

2 & — (0T T -10T
2(j) = Y wl) e(i—1)+¢ Vi e {0...n}(2) O = (Q¢ Qe+ AD De) 71O X
= writing ®(v), Q(v), D(v) and X (v) for the FFT of ¢, we,

Using matrix notation Equ. (2) becomes:= ¢ 4 =. d. andzx. we get :
On several examples, we observed that the maximum like- 1 ()2
lihood criterion yields the same solution obtained by least d(v) = x xX(v) (3)
squares estimation. We will hence use least-squares. Q) QW)+ AIDW)?

Empirically, the computed solutions (Eq. 3) show a big sen-

sibility to A's value, so we need to find an optimal value for

The solution set in the least-squares sense is non-empsgdl .

and convex, so there exists an unique explicit solution with 2) Parameter Optimization Using The L-Curve Method: To

minimal norm that we will denot@®. find the optimal paramete,,, we use the.-curve method [4]
o which is based on the distance criterion.

C. Regularization The L-curve is usually used with a logarithmic scale. the

In our practical case, we observe thaf'Q is not well parametric curve igp,n) where :p = log||X — Q®||%, n =

conditioned (often the case for inverse problems) so we teedog || D®||2. On Fig. 6 (computed using real experimental data)

regularizeJ(®). We use Philips and Twomey’s regularizationve can observe the characteristic formIin

criterion [11] (discrete case of Tikhonov's). Let € R™*,

k € N and Dy, be an ordelk differential operator.

J(®) = [|X - Qd|> = (X — Q@) (X — QD)

105

10F

IA(@) = [IX =922+ D2

= (X=Q®)T(X - Q®) + \(D,®)T (Dy®) of

As the signals are quite irregular, we will choag = I = D ssp
for our application. The solution will bé , (sometimes written o

tf)). We first find a solution depending onand then choose
the optimal value for\.

We will minimize the criterion/, (®), by zeroing the gradient,
VJy =20"(X - Q®)+2ADTD® =0 i.e

(I)k — (QTQ 4 ADTD)_IQTX 56 58 6 6.2 6.4 6.6 68 7
Fig. 6. Card Power Consumption : THeCurve.

In practice the major difficulty is the cost of inverting the
matrix Q7Q + ADT D. To overcome this difficulty we resort
to Hunt’'s method, or circulant approximation, which is bdse
on the use of the Fast Fourier TransforarY). oce

1) Hunt's Algorithm: D® is a linear filtering operation.

DO =dx¢ where d =g =[1]

The first step is to extend the vectars¢ andw with zeroes
to get vectors of same size > n+2p @ x.(4), de(4), we(F)-
ThenX, = Q.®. wheref), is a circulant matrix, that we can
diagonalize by amFrFT. We have:

Q. = FARF1 Ay =diag A\l ... A"

. _ jom kL -1 _ 1 —j2omkl
with £}, ; = exp’*™m, By = exp 5w

72‘5 ,% 71‘,5 ,i 70‘.5 L; O.‘S 1
h hy _
(/\0’ R Am) B FFT(W(O)’ e ,w(2p), 0, O) Fig. 7. TheL-Curve's Curvature for a card power consumption (real data,

Similarly, we can extend vectar= [1] with zeroes d.(j). We logarithmic scale.)

diagonalize by &FT the matrixD, (where D.®. = d. x ¢.)

such that: B To find A, we compute theL-curve’s curvaturex =
D, =FAqF QW. When || is maximal, we obtain the valuk,,.
2
Ay = diagAd...\%), (A, ..., AD) on Fig. 7, we can see that the curvature’s absolute value is

= FFT(d(0),0,...,0) maximal for \,, close to10~23 ~ 0.005.



3) Shift Estimation 71: In §lI-A we define some notations, 4) Amplitude's Estimation ay,: We recall Equ. (1) z(j) =

using them we define: a0+ Y p_o ok w(j— k) +&;. We will assume thafjw|| = 1.
~ . o Leta = (ap...an)T, U = Yoy -+ Yo, )T, With 14, = 1,
T . shift's approximationry,. and o, = w(j — 7). So we can write
0(j —7x) : Dirac's peaks approximatiofi(j — 7). T
B . spike amplitudes (j — 7). <z(j) = &> = <P, >a (4)
€j :errors due tav(j)'s approximation where

and to nOIS%J' < ’l/)a()?wa() > M < wOC()?’l/)an >
<, vl > = : :

<1/)Oén5w0(0> <wanv"/)an>

We follow Lei and Speed [7]. Left be the solution. to find

the solution of (4) using the maximum likelihood principle,

we can use Gauss-Newton’s algorithm [10]. In practice it

‘ suffices to iterate the algorithm twice (at most), to obtaod

o 01 0z 03 04 08 06 07 08 09 approximations ofx. For this algorithm, we need to solve a
linear system for each iteration. For a symmetric posiivel

defined matrix, the conjugate gradient algorithm [1] is very

efficient, the matrix< ¥, U7 > is of this this kind so we use

this algorithm. The impulse answer(j) is of compact basis

and the maximal time between two cycleslig,, = ng,—,

the vc’'s maximal time. We infer that matrixx ¥, W

sparse:

0 0.1 0.2 0.3 0.4 Timeo.(is) 0.6 0.7 0.8 0.9 Vl > 0 Ekl < l Vk kl /\ k # O < wa“wak >: O
and ko > | Vk> ko < Ya,;,Ya, >=0

IV. PARAMETRIC DECONVOLUTION: AN ILLUSTRATION
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Fig. 8. Card’'spccsignal (top) and signal after Hunt’s deconvolution (botfjom

Even with an optimal regularization, the estimated sighg) A Synthetic Data
is not a Dirac’s peaks distribution with intervaj, — 7,1 Let z(t) be the continuous signal defined by

following M(w, 7, ) (§11-A). -
After the Hunt's deconvolution, we obtain the following si: 2(t) = 0.5+w(t-13)+1.25w(t - 1.6)
11.25 w(t — 1.9) + w(t — 3.2)

306) = fo + iﬂk 5 -7 +e; 125wt —3.7) + L1 w(t — 4.2)

k=0 +1.25 w(t —5.7) + &, Vte[0,27]
We also should have| 39| ~ ||axd|| = |ow|. So, using the where¢; is a centered gaussian white noise of variamt@nd
computedb( /)’s maxima, we will find the shifts;,. But there X L
exist some peaks(j — 7~ ) which don’t correspond to "real wt)={ Yamoz 0P T Vi€ [~4 0w, 40u]
peaks”. These are the model’s limits and there is a real need 0 Vi & [—4 04, 4 0,)
to fix these errors. 1

To that end, we propose a heuristic method. Plae’s signal whereo,, = g. omj

doesn’t contain power cycles with a period lower thenvles V€ Eamril&gthe_r ﬁ'gnala’(? at t; IZ 31 Where
minimal period. Moreover, the false impulsions’ errors duf ”6 {tH” d}IM € resu mg S'%”a(ﬁ( 7) J€{0~;10ir3]}
to the ¢(j) have, in general, amplitudes lower then adjaceft ovvlsd € mo eofu (w, 7y ) (k< )d\'N erew(j) is the
impulsions amplitudes. Hence, we propose to eliminate Zfmpied version (t) at instantst; and:

the impulse’s peaks which generate a shiftverifying the
fOIIOWIrF:g CondiF:ion: g fy g (’7’1,7’2,7’3,’7’4,7’5,7’6,7'7) = (13, 16, 19,32,37,42, 57)

and
(Tkt1 — Tr) + (T — Te—1) < 2Tmin
(o, 01, 2,03, 04,05, 06,7) = (0.5,1,1.25,1.25,
1,1.25,1.1,1.25)

Fig. 9 illustrates the importance ofs choice.
whereT i, = FL and F,,.x = 14MHz is thevcC’'s maximal We can see thak = 0.5 is not a good value (still a lot of
frequency. the peak’s noise). Fox = 10, 100 we observe the good peaks

and
B < min(Bg—1, Br+1)



apply toay, as well7,. With A = 100 and changing the noise
level, we observe that the estimators are robust in terms of
bias. So we conclude that the estimatorgs, ax) standard
deviation is more or less stable from a covering standpoint.
Only the (7, ax) bias is strongly influenced by important
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Fig. 9. Signalz(j) (top) and Hunt’s deconvolution results far= 0.5, 10 To 4.2 -38 16 65 7 92 15
and 100 (bottom). T7 5.7 12 13 6 6 -1 11
ap | 05 13 13 131 12 -101 27
a1 1 -187 30 347 24 -350 52
as | 1.25 || 624 37 1177 24 1144 50
. S . az | 1.25 || -120 30 113 25 212 52
an_d narrower f_ov\ = 10. The interpretation is that the bigger ———3 &5 o1 22 = 16 37
A is the more important is the regularization. as | 125 || 25 21 5 16 -70 32
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Fig. 11. Example: Hunt deconvolution (bottom) of a cadc signal (top).
Fig. 10. Signal reconstruction(z(j) — &;) following the model
M(w, Ty, o) for A = 100.
In Fig 10, we observe the original signal and its reconsiouct V. EXPERIMENTAL VALUES

for (z(j)—¢;) with the modelM (w, 7%, ) for A = 100. The o _
reconstruction’s errors are more significant for the firseth ~ The z;(j) values used in this section come from an ex-
cycles ayw(j — 1), asw(j — ) and asw(j — 73). These per_|mental smart-car@cc acquisition, regularized using an
cycles have an important temporal coverage. This is a lack @#timal paramete,.
information which is needed for the cycles’ reconstruction  Fig. 11 shows the peaks tops (circled), with a statisticas bi

1) Reconstruction Error Measurements. We made some corresponding to the maximum of each clock cycle. But a false
measurements of the estimated parametetsay) for the peak exists (cross marked). In other words our model doesn’t
signalz(j) cf. to the table below. reflect reality in full but an algorithm detecting false s&ify,

With a constant- = 0.3 noise, we observe the influence ofcorrects such errors. The false peak has been detectedsthank
the regularization parametar We observe better bias cancelto information knowna priori on thepcc signal §lII-C3).
lation for A = 10 then for\ = 100. It appears that to select a One can observe in Fig. 12 the sign4l) (plain line) with
good \ value we have to strike a trade-off between bias aralnoise level equal to zero and the estimators constructid wi
standard-deviation for the estimatafs Similar observations the pcCs signalz(j) (dotted line).



Fig. 13. Time and frequency-domaircc features at 3.5MHz.
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A. DPA on Deconvolved signals ]

0

We observe experimentally that @A on a vc-protected
chip requires at least ten times asc many acquisitions as
is necessary to conduct@zpPA on the same chip wherein the
vC was turned off.

1) Experimental Conditions: Fig. 13 shows(t), the typical _ , _ _
pccof acMos chip clocked at 3.5MHz. A quick look reveals T19: 15 Averages  (circled  points) and confidence intervai

. . . . 0 (Si(3%))ier...n as a function O]HW(DZ\Ktrue) in the absence of ac
that «(t) breaks into fixed-period cycles having a similar
shape and mainly varying in amplitude. The spectrum: @
features equidistant spectral lines separated byngsZthat,
indeed, betray a fundamental 3MHz frequency. we compare thePA bias (differential curve) obtained using
As z(t)'s spectral band is rather largeifca 10MHz, i.e. a with a switched-offvc and with deconvolved/c-protected
20mMHZz) Nyquist frequency, all signal acquisitions reporteéccs. Performance is very good as results appear to be nearly
here were over-sampled (1@6z) to avoid frequency over- identical in both cases.
laps, aliasing and other artifacts. 2) Linearity Test: Finally, we wish to measure rigorously
To reflect the efficiency of our signal processing proceskevc's re-synchronization quality. LeD; i denote thePA's

[l
=<}
T
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selection function for the-th plaintext and the key hypothesis [9]
K. We further denote byiw the Hamming weight of a binary
word.

A multibit DPA tests the linearity betweemnw (D, ;) and the
energy curveS;(j) (in physical terms, the integral af;(j)).

We determine the instant* where the linearity between
HW(D, ) andS;(j) is the best. The multibibPA attack signal
is maximal forj = j* and K = Kye Where Kye denotes the
actual key present in the device.

We can choose Pearson’s linear correlation coefficient as a
statisticTz(j) to spot the correct the key,

[11]
[12]

cov(z, )

Popy = ———2l
" var(z)var(y)

T () = PHW(Dr.seyye)5:()  With

We observe the average and @i&% confidence intervals for
the current(S;(5*)):c1..~v in the absence of ac (Fig. 15)
and with a re-synchronizeglccs (Fig. 14).
Fig. 15 and Fig. 14 show that linearity is well respected in
both cases. However, the confidence intervals, for decoadol
PCCs, seem to increase when the complemented Hamming
weight D; r,., corresponding tc;(;j*) decreases.

We conclude that the reconstruction of a-protected signal
is degraded as the energy/cycle ratio decreases. In othrdsywo
the o, estimators looses in precision asR decreases, which
is — albeit — what one would reasonably expect.

CONCLUSION AND PERSPECTIVES

The experiments undertaken in this work reveal that para-
metric de-convolution efficiently defeats thwee countermea-
sure as implemented on the tested chip. Indeed, we managed
to obtain, while applying this techniquepa spikes identical
to these obtained in the countermeasure’s absence.

Overcoming limitations of the current consumption’s model
and further improvements of regularization techniques de-
ployed are interesting directions for further research.
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